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Abstract: 
Intrusion Detection and Prevention System represents an essential line of defense against variety of web attacks 

that can compromise with the security and proper functioning of the entire security system. With the evolution 

of internet, possibilities and opportunities are limitless, unfortunately, so too are the risks and chances of 

malicious intrusions. Network is interconnection or links, for example network of road, network of computer. 

Security is the freedom from danger or anxiety so Network Security is about securing and protecting the 

network (externally and internally) from Distributed Denial of Service attacks, rapidly propagating viruses, self-

replicating worms and other attacks. Network security begins with authorization and authentication. In this 

paper capturing of network traffic, performance and reports analysis generated by snort and corresponding alert 

ratio of signatures for the particular attack are to be evaluated. This intrusion detection system is one of the 

security defense tools for computer networks. In recent years this research has lacked in direction and focus 

today SNORT stands out as the most widely deployed IDS, We survey the existing techniques, types and 

architectures of Intrusion Detection Systems in the literature. Performance analysis of real time Intrusion 

Detection and prevention system and traffic analysis by Snort from the network are to carried out in this paper. 
Keywords: ID ,services, domain ,intrusion , snort, analysis, prevention, Detection, techniques. 

 

Introduction 
It is increasingly becoming difficult to 

secure computer networks due to largely increase in 

the activities of e-commerce over the internet. In 

recent times, a lot of losses have been recorded in 

term of cost and integrity of confidential data has 

been compromised due to the activities of hackers 

over the internet[1].  

Today, information is a vital element in 

every aspect of life. Up-to-date and correct 

information are the key to any successful businesses, 

academia, government, personal finances or leisure 

activities. While this has been true for hundreds of 

years, it has never been as true as in the last half of 

the 20th century with the invention of the modern 

digital computer. Security is one of the hottest issues 

in network today[2]. Worries about security have 

soared because of the increasing magnitude of 

electronic commerce occurring over the Internet and 

the swiftly evolving business trend towards 

telecommuting. Therefore, more sensitive and  

critical information is crossing the world than ever 

before.The expansion of the World Wide Web has 

given unlimited access to attackers to prey on 

ignorant administrator who lacks basic knowledge of 

network security. Vulnerabilities in common security 

components such as firewalls, security patches, 

access control and encryption are inevitable, so 

hackers take advantage of these loopholes to break 

into computer networks. This paper presents the 

result of using a honeypot to limit the activities of 

hackers/attackers over computer networks. 

The idea of a network intrusion detection 

system is to have a device of some sort that can ‟see‟ 

all the traffic on its part of the network available. It 

continuously looks at this traffic, and based on a set 

of defined rules, it will activate an action of some 

kind on packets that match one of the defined rules 

from the set of rules. One could think of its 

functionality as very similar to that of antivirus 

software - scan content for stuff considered spiteful, 

and take action[3]. Intrusion is the act or attempt of 

using a particular computer system or computer 

resources without the requisite privileges, causing 

willful or incidental damage whereas Detection 

involves identifying individuals or machines that 

perform or attempts intrusion.[4,5] 

Intrusion Detection Systems (IDS) are 

computer programs that tries to perform intrusion 

detection by comparing observable behavior against 

suspicious patterns, preferably in real-time Intrusion 

detection techniques based upon data mining are 

generally fall into one of two categories: 

[6,7]anomaly detection and misuse detection. In the 

misuse detection, each instance in a data set is 

labeled as „normal‟ or „intrusive‟ and a learning 

algorithm is trained over the labeled data. Unlike 

signature-based intrusion detection systems, models 

of misuse are created automatically, and they can be 

more sophisticated and precise than manually created 
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signatures. The major benefit of anomaly detection 

algorithms is their ability to potentially detect 

unforeseen attacks. A major limitation of anomaly 

detection systems is a possible high false alarm rate. 

There are two main categories of anomaly 

detection techniques, namely supervised and 

unsupervised. In supervised anomaly detection 

technique, given a set of normal data to train on, and 

given a new set of test data, goal is to determine 

whether the test data is normal‟ or anomalous. Unlike 

supervised anomaly detection where the models are 

built only according to the normal behavior of the 

network, unsupervised anomaly detection attempts to 

detect anomalous behavior without using any 

knowledge about the training data. In unsupervised 

anomaly detection approaches are based on statistical 

approaches, clustering , outlier detection schemes etc. 

 

Methods for IDS 

Snort Architecture: 
Snort was created by Martin Roesch in 

1998. As most open-source projects, it started out as 

a small-scale application made just for fun, as an 

alternative to the full-blown commercial intrusion 

detection systems. The Snort tool is a small, 

lightweight open source IDS which has become the 

most widely used IDS. It is capable of performing 

real-time traffic analysis. Snort is a free and open 

source Network Intrusion prevention system (NIPS) 

and network intrusion detection (NIDS) capable of 

performing packet logging and real-time traffic 

analysis on IP networks. 

Snort performs protocol analysis, and 

content searching/matching, it is commonly used to 

actively block or passively detect a variety of attacks 

and probes, such as buffer overflows, stealth port 

scans, web application attacks, SMB probes, and OS 

fingerprinting attempts, amongst other features.. 

Snort employs both signature based techniques and 

anomaly based techniques to detect an intrusion. 

Signatures are used for detecting intrusions. Snort 

has a rich rule set which depend upon the signatures 

present in either the header part of the packet or 

payload of the packet so as to detect intrusions. 

 

 
Figure.1 Process of  Implementation of SNORT 

Snort captures raw packets with libpcap and then it 

decodes and preprocesses them prior to forwarding 

them to the detection engine. The preprocessing 

includes early packet droppings, classification, layer 

three IP fragment reassembly, layer four TCP session 

reconstructions and so forth. The detection engine 

checks packet headers as well as payloads against 

several thousands of rules stored in a database of pre-

defined attack signatures, as shown in Figure 2. 

 
Figure 2 Snort basic software components 

 

Classification  of  Intrusion  Detection 

System 
Intrusion detection systems can be classified 

on the basis of a multitude of factors. With respect to 

the place where the intrusion detection system takes 

place we have two kinds of IDSs Such as:- 

 

a) Host Based IDSs: IDS that operate on a host to 

detect malicious activity on that host are called Host 

based IDS.  

b) Network Based IDS: IDS which operate on 

network data flows are called network based IDS.  

 

3.1 Intrusion Detection Techniques  

Host Based IDSs and Network Based IDS may use 

any of the following methods for detecting the 

unauthorized intrusion . 

 

a) Application-based IDS: An application-based 

IDS concentrates on events occurring within some 

specific application.  

b) Signature-based IDS: A signature-based IDS 

examines ongoing traffic, activity, transactions, or 

behavior for matches with known patterns of events 

specific to known attacks.  

c) Anomaly-based IDS: An anomaly-based IDS 

examines ongoing traffic, activity, transactions, or 

behavior for anomalies on networks or systems that 

may indicate attack.  
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Stateful Protocol Analysis 

This method compares predetermined 

profiles of generally accepted definitions of benign 

protocol activity for each of the protocol state against 

observed events to identify any deviation. This 

analysis is an intrusion detection technique which 

looks for the misuse of a particular protocol. 

Intrusion detection system employ protocol analysis 

in order to understand the traffic and supervision of 

the execution of some selected protocols ie Tcp ,Udp 

Icmp etc.Protocol analysis is generally designed to 

analyze specifically one protocol and also require 

model of that protocol's normal usage. Ordinary 

usage of a protocol can be defined as the practical 

usage area of that protocol. Any change in the 

defined usage of practical area of a protocol can be 

considered as abnormal usage. In this analysis, each 

packet on network can be viewed in terms of its 

underlying protocol. All fields of a protocol are 

compared against its normal behavior an also puts an 

effort to locate any malicious event. Protocol analysis 

is suitable for detecting anomalies. 

 

Reports Generated by SNORT 
Snort‟s report is an add-on facility for the 

Snort Intrusion Detection System. It provides real-

time reporting from the MySQL database generated 

by Snort tool. This requires a platform with MySQL, 

PHP,and Snort. Figure 3 shows intrusions detected by 

SNORT tool with the number of alerts generated 

corresponding to the particular attack signature. This 

provides information about the name of the signature. 

And also gives the information about the number of 

sources which are generating the attacks for a 

predefined attack signature and the number of 

destinations for which alerts are generated in the 

Intrusion and detection System. 

 
Figure 3: Snort Report-1 showing Intrusion Detection 

for 11-Signatures 

5.1 2 ICMP PING 
It sends a small packet of information 

containing an ICMP ECHO_REQUEST to a 

specified computer, which then sends an 

ECHO_REPLY packet in return. The IP address 

127.0.0.1 is set by convention to always indicate your 

own computer. Therefore, a ping to that address will 

always ping yourself and the delay should be very 

short. The Summary of this signature is shown in 

figure 4. 

 

ping -c 

count ping -c 10 

Specify the number of echo re  

to send.  

 

5.2 ICMP Destination Unreachable Port 

Unreachable 

The Destination Unreachable message is an 

ICMP message which is generated by the host or its 

inbound gateway to inform the client that the 

destination is unreachable for some reason. A 

Destination Unreachable message may be generated 

as a result of a TCP, UDP or another ICMP 

transmission. The Summary of this signature is 

shown in figure 5. 

 

 
Figure 4 : Snort report signature summary of 

 

“ICMP PING” 

 
Figure 5: Snort report signature summary of “ICMP 

Destination Unreachable Port Unreachable” 
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This has been observed from the implementation 

of Snort as Intrusion Detection System that:- 

 

Total number of signatures detected by snort is=10  

 

1 POLICY 

 Outbound teredo traffic detected Ratio of alerts 

generated on destination 

=alerts(sig)/alerts(total)=73/73=1 

2 ICMP PING 

Ratio of alerts generated on destination 

=alerts(sig)/alerts(total)=89/89=1 

3. http_inspect :LONG HEADER 

Ratio of alerts generated on destination =alerts 

(sig)/alerts(total)=88/120=0.74  

4.SHELLCODE x86 inc ecx NOOP 

Ratio of alerts generated on destination= alerts 

(sig)/alerts(total)=77/115=0.64 

5.SNMP Broadcast Trap 

Ratio of alerts generated on destination 

=alerts(sig)/alerts(total)=1/2=0.5 

6. ICMP Destination unreachable port unreachable 

Ratio of alerts generated on destination 

=alerts(sig)/alerts(total)=1/1=1 

7.SNMP Trap UDP 

Ratio of alerts generated on destination 

=alerts(sig)/alerts(total)=1/2=0.50  

8.http_inspect :oversize REQUEST-URI 

DIRECTORY 

Ratio of alerts generated on destination 

=alerts(sig)/alerts(total)=6/6=1  

9.WEB-CLIENT portable executable binary file 

transfer 

Ratio of alerts generated on destination 

=alerts(sig)/alerts(total)=2/140=0.015 

10.Stream5 : Data sent on stream not accepting data 

Ratio of alerts generated on destination = 

alerts(sig)/alerts(total)=1/138=0.007 

 

5.3 Traffic Analysis by Snort. 
It has been observed from the figure 7 that snort 

has captured the following traffic :- 

 

1. TCP (27.9%).  

2. ICMP (20.5%).  

3. UDP (31.4%).  

 

PORT SCAN(20.2%) 

 

 

 

 
Figure 6 : Alert ratio of signatures for the particular 

attack 

 

This has been observed from the analysis of alerts 

that, POLICY Outbound,ICMP Destination 

unreachable port unreachable and ICMP PING 

has the highest alert ratio size. 

 

 
Figure 7: Traffic Analysis by Snort from the network 

 

Conlcusions and Future Scopes 
Snort is a powerful tool as an Intrusion 

Detection system. As far as the future of the snort is 

concerned, it can have IP-TABLES. Snort reports can 

also be included with false positive and false negative 

alerts. 

If packets drop facility is added then the 

same SNORT can also be used as Intrusion Detection 

& Prevention System.When deploying Snort as 

Intrusion and Detection System , it is important to 

make sure the used rules are relevant and up to date, 

otherwise the system will be much less efficient due 

to low signal-to-noise ratio in the case of a bad 

choice of rules and due to Snort missing attacks 

completely in the case of a Snort system with rules 

not being updated properly. Apart from the challenge 

of selecting or writing good rules for Snort, there is a 

related disadvantage of this, since Snort only looks 

for things defined in its rule set, it doesn‟t have the 

ability to tell what traffic is considered to be normal 

from each host on the network, and what traffic 

seems to be out of place.  

This way, „normal‟ behavior but from the 

„wrong‟ computer on the network isn‟t noticed 
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unless rules are to be setup on that host-by-host basis. 

There are few systems who have started to deal with 

this problem, called „anomaly based intrusion 

detection systems‟, for e.g. ASDIC2 which is 

developed in Uppsala. However there are obvious 

advantages of using the Intrusion and Detection 

system , such as Snort in a network. Properly 

configured, it gives a good overview of what is going 

on in the particular network, and provides a way of 

automatically logging packets from potential attacks 

for future references. With some careful thinking, it 

can even be used for reacting directly to attacks as 

they occur .Comparison and analysis of alerts 

generated for the particular attack with respect to 

several protocols and signatures is made to show the 

strength and weakness of this approach. 
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